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Setting the scene 
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WEF Global Risks report – editie 2018 
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- Cyber attacks 

 

- Data theft / fraud  
 ( > GDPR impact !) 

 

- Adverse consequences of 

tech advances 

 

- Critical information 

infrastructure breakdown 



Responsible 

 versus  

Accountable 
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In summary 

Get the technical foundations 

right  

Work on end-user awareness 

and behaviour  

Work on resilience 

Join cyber security information 

sharing networks 
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Step 1:  

 
Get the technical foundation right 
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Key elements to focus on 
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Key elements to focus on 
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“The Hygiene factor” 

 

1. Supported operating system 

2. Active and enforced patch management 

3. Antivirus up to date and enforced 

4. Minimal software footprint 

5. No administration rights 

6. Updated browser version 

7. Active and enforced password policy 

 

 

Idea: Turn this into a KPI 

 

 



Special focus for PLC- SCADA systems 
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PLC: programmable Logic controller - SCADA- Supervisory control and data acquistion 



History is about to repeat itself… 
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The attack hit Maersk 

hard. Its container ships 

stood still at sea and its 76 

port terminals around the 

world ground to a halt. 
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In its Crew Connectivity 2015 survey, Futurenautics found that, 

“Only 12% of crew had received any form of cyber security 

training. In addition, only 43% of crew were aware of any 

cyber-safe policy or cyber hygiene guidelines provided by their 

company for personal web-browsing or the use of removable 

media (USB memory sticks etc.). Perhaps unsurprisingly, 

given the above statistics, fully 43% of crew reported that they 

had sailed on a vessel that had become infected with a virus or 

malware”. 

http://www.futurenautics.com/crewconn15


2 
Step 2:  

Work on end-user behaviour 
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1. Define the purpose 

2. Target audience  

3. Correct use 

4. Incorrect use 

5. Responsibilities of the user 

6. Use of public networks 

7. Repairs 

8. Allowed personal usage 

9. Password policy 

10. How to deal with data and information 

11. How to act with social media 

12. Monitoring and checks 

13. Sanctions 

14. …. 

 

 

ICT Code of conduct 
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Key elements to focus on 
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CAO 81  - van 26 april 2002  
 

‘tot bescherming van de persoonlijke levenssfeer van de werknemers ten 

opzichte van de controle op elektronische online-communicatiegegevens’ 

 

1. Technical incidents 

 

1. Non compliance with the code of conduct 

1. Direct individualisation 

2. Indirect indvidualisation 

 

 

Approval by the work council makes the code of conduct a 

binding document for all employees ! 



Phising and social engineering 
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Results of an internal phishing campaign* 

[WAAR

DE] 

employe

es 

clicked 

through 

= 37% 

[WAARD

E] 

entered 

their 

passwor

d 

= 80% 

*1702 e-mails sent 



How to recognise ? 

• Unknown sender 

• Urgency 

• Offer to good to be true 

• Urgent and secret 

• Intimidation or flatery 

 

 

 

 

 

Social engineering 



• 46,2% of all Belgians has a password of less than 8 characters 

• 33% of all Belgians share their password with others 

• 1 out of  4 use the same password at home as at work 

  

 

 

All of this sounds logical, however … 

46% 25% 33% 
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Step 3: 

Work on cyber resilience 
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1. Incident handling plan 

2. Business continuity plan 

3. Keep contact information up to date 

4. Report security incidents to C-level 

5. Evaluate periodically 

6. Identify partners who can help (ISAC) 

 

Cyber resilience – be prepared ! 
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Step 4: 

Join a cyber security information sharing network 
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Goal of ISAC 

 

• Raise awareness on cybersecurity in the port of Antwerp 

• Help each other by exchanging information on new threats and protections in 

Cyberspace 

• Create an early warning system 

• Create link between the Port of Antwerp, the port industry and the government 

 

President: Patrick Putman – CIO DP World 

 

4 meetings a year  

 

ISAC@portofantwerp.com 

 

 

 

 

 

 

Information sharing and analysis center: ISAC 
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mailto:ISAC@portofantwerp.com
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How to get started ? 

Help is on its way… 
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Meer info: 

www.cybersecuritycoalition.be 

www.safeonweb.be 

www.cybersimpel.be 

www.safeinternetbanking.be 

 

https://www.cybersecuritycoalition.be/
https://www.cert.be/
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Cybersecuritycoalition.be 
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Cybersecuritycoalition.be 



28 

Cybersecuritycoalition.be 



Our role as port authority 
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But most of all: BE INVOLVED ! 
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Q & A   


